
CHAPTER 2 ς SOFTWARE CONCEPTS 

Software 

It represents the set of programs that govern the operation of a computer system and make the hardware run.  

TYPES OF SOFTWARES 

 

                                                      System Software                                             Application Software 

 

               Operating System                                            Language Processor 

 

System Software 

- The software that controls internal computer operations (like reading data from input devices, transmitting 

processed information to the output devices, converting data to computer understandable form etc.) is known as 

System software. 

 

Operating System 

- An operating System is a program which acts as an interface between a user and the hardware . It controls the other 

components of the computer system.  

 

 
 

 

 

 



 

Types of Operating System 

1. SINGLE USER OS 

This OS is single user operating system, so only one user can be supported by it at any point of time. Examples of this OS 

are: Windows 7/8 , Linux etc. 

2. MULTIPROGRAM OS 

This is multiuser OS. It supports multiprogramming  i.e. , more than one user can be supported by it, therefore more 

than one user programs are loaded and active at the same time. Examples of such OS are : Unix , Linux etc. 

3. TIME SHARING OS 

In this OS each program in memory is given a fair share of CPU time , if the time elapses, CPU shifts over to the next job 

waiting and the previous program is put to wait. This increases the efficiency of the CPU. 

4. REAL TIME OS 

In real time OS, the jobs/programs  have fixed deadlines and the jobs have to be completed within their deadlines. The 

OS performance is measured by its ability to complete its jobs within the specified deadline. 

5. Multiprocessing OS 

The multiprocessing OS is capable of handling more than one processors as the jobs/programs have to be executed on 

more than one processor. 

 

6. Distributed OS 

This type of OS is designed to share its work load over multiple servers (mostly at multiple locations). A distributed OS 

shares data and resources among its multiple servers to get maximum efficiency. 

7. Interactive OS 

This OS provide GUI (Graphical User Interface) to facilitate more and easy interaction to the user. E.g. Android.  

 

APPLICATION SOFTWARE 

- This type of software pertains to one specific application. For instance, a software that can perform 

railway reservation functions cannot prepare result for a school. 

-     Application software can further be subdivided into four categories: 

      (i) Packages                 (ii) Utilities                       (iii) Customised Software                         (iv) Developer Tools 

 

 

 

 



 

PACKAGES 

- The general application software that are designed in such a manner that may be used by individual users 

in the manner it suits their needs and requirements, are called Packages. 

-     Some common categories of general application software (packages) are : 

       (i) Word Processing Software 

       (ii) Spreadsheets 

       (iii) Database Management Systems 

       (iv) Desktop Publishing Software 

       (v) Graphics, multimedia and presentation applications. 

 

WORD PROCESSING SOFTWARE 

- It is a package that processes textual matter and creates organized and flawless documents. Some Popular 

word processors are: Microsoft Word, Wordstar etc. 

 

 

 
 

                                                                                         (Microsoft Word)    

SPREADSHEETS 

- It is a program that accepts data in a tabular form (in rows and columns) and allows users to 

manipulate/calculate/analyse data in the desired manner. Some Popular spreadsheet  

software are: Microsoft Excel, QuattroPro etc. 

 

 
(Microsoft Excel) 



 

 

DATABASE MANAGEMENT SYSTEMS (DBMS) 

- It is a package that can handle and manage bulk of stored data. Examples of DBMS are : MySQL, Oracle 

etc. 

 

DESKTOP PUBLISHING PACKAGES 

- The Software that handles page layout by combining the functions of a traditional type-setter and a 

layout artist is known as Desktop Publishing Software. 

 

 

 

GRAPHICS, MULTIMEDIA AND PRESENTATION APPLICATIONS 

- The application software that manipulates images is known as Graphics Software. 

 

- The software that incorporates images, text, sound, computer animation, and video sequences is known 

as multimedia software. 

 

 

- Presentation Application is a software that is used to create professional looking visual aids for an 

audience.  

 



- Some popular graphics, multimedia and presentation packages are Coreldraw , Microsoft Powerpoint  

etc.  

        

 

UTILITIES 

Utilities are those programs that ensure the smooth functioning of the computer. These are meant to assist 

your computer. Some important utilities are : 

1. Text Editor 

- This utility program is used for creating, editing text files.  

- Using this program any text matter can be typed and saved on a disk file. 

2. Backup Utility 

- This utility program facilitates the backing up of disk. 

- Back up means duplicating the disk information so that in case of any damage or data loss, this backed 

up data may be used. 

3. Compression Utility 

- This utility program facilitates compression of files. 

- Large files can be compressed so that they take less storage space. 

 

 

 



4. Disk Defragmenter 

- This utility program attempts to minimise the fragmentation on your disk. 

- A file is fragmented when it becomes too large for your computer to store in a single location on a disk. 

So, Computer splits the file up and store it in pieces. You can use fragmented files, but it takes your 

computer longer to access them. 

 

 
 

- Disk Defragmenter speeds up disk access by rearranging the files and free space on your computer, so 

that files are stored in contiguous units and free space is consolidated in one contiguous block. 

5. AntiVirus Software 

- Antivirus software scans your disk for viruses (programs that make computer behave abnormally) and 

removes them. 

 

 

 

 

 

 

 



CUSTOMIZED SOFTWARE 

- This type of software is tailor made software according to ŀ ǳǎŜǊΩǎ ǊŜǉǳƛǊŜƳŜƴǘǎΦ ¢Ƙƛǎ ǎƻŦǘǿŀǊŜ ƛǎ 

developed to meet all the requirements specified by the user. 

DEVELOPER TOOLS (PROGRMMING SOFTWARE) 

- When programmer develop a software for any type of application, they need an array of tools that 

help them accomplish their task. These tools are called Developer Tools. 

 

- Some most commonly used developer tools are : (i) Compilers  (ii) Interpreter  (iii) Integrated 

Development Tools/Envirnomnet (IDE) 

COMPUTER SECURITY 

 It is the ability of a system to protect information and system resources with 

respect to confidentiality and integrity. 

 

BASIC COMPONENTS OF COMPUTER SECURITY 

 Three core components of computer security are: 

1. CONFIDENTIALITY: Ensuring that information is not accessed by 

unauthorized persons. 

2. INTEGRITY: Ensuring that information is not altered by unauthorized 

persons in a way that is not detectable by authorized users. 

3. AUTHENTICATION: Ensuring that users are the persons they claim to be. 

 

 



THREATS TO COMPUTER SECURITY 

A threat is a potential violation of security. When a threat is actually executed, 

it becomes attack.  

Various threats to computer security are: 

1. Viruses 

¶ Worms 

¶ Trojans 

2. Spyware 

3. Adware 

4. Spamming  

5. PC Intrusion 

¶ Denial of Service 

¶ Sweeping 

¶ Password Guessing 

6. Phishing 

 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 



VIRUSES 

 

- Virus are malicious codes/programs that cause damage to data and files 

on a system.  

 

- Lǘ Ŏŀƴ ŀǘǘŀŎƪ ŀƴȅ ǇŀǊǘ ƻŦ ŎƻƳǇǳǘŜǊΩǎ ǎƻŦǘǿŀǊŜ ǎǳŎƘ ŀǎ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ 

application programs and system files. 

 

- Two common type of viruses are : WORMS & TROJAN 

 

WORMS 

 

It is a self-replicating program which eats up the entire disk space or 

memory. A worm keeps on creating its copies until all the disk space or 

memory is filled. 

 



TROJAN HORSES 

It is a program that appears harmless (such as a text editor or a utility 

program) but actually performs malicious functions such as deleting or 

damaging files. 

  

 
 

SPYWARE 

 

- It is software which is installed on your computer to spy on your 

activities and report this data to people willing to pay for it. It tracks the 

ǳǎŜǊΩǎ ōŜƘŀǾƛƻǊ ŀƴŘ ǊŜǇƻǊǘǎ ƛƴŦƻǊƳŀǘƛƻƴ ōŀŎƪ ǘƻ ŀ ŎŜƴǘǊŀƭ ǎƻǳǊŎŜΦ 

 

- It gets installed on your PC without your consent. It gets downloaded 

from the internet when you visit a particular website. 

 

 

  DAMAGES CAUSED BY SYPWARE 

1. Compromises your data, computing habits and identity. 

2. Alter PC Setting 

3. Slows down your PC. 



ADWARE 

These are the programs that deliver unwanted ads to your computer. They 

consume your network bandwidth. 

 

 

 

 

 

 

DAMAGES CAUSED BY ADWARE 

           1. Adware tracks information just like spyware. 

           2. Displays arrays of annoying advertising. 

           3. Slows down your PC. 



 

SPAMMING  

- It refers to the sending of bulk mail by an identified or unidentified 

source.  

 

- In non-malicious form, bulk-advertising mail is sent to many accounts. In 

malicious form, the attacker keeps on sending bulk mail until the mail-

server runs out of disk space. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

PC INTRUSION 

Every PC connected to the internet is a potential target for hackers. 

Unauthorized access to data present in PC is known as PC intrusion. 

 

Types of PC intrusion: 

    1. SWEEPER ATTACK: this attack deletes all the data from the system. 

    2. DENIAL OF SERVICE: It prevents the legitimate users of a website to use 

the website, by flooding website with lots of messages. 

 

 

 

 

 

 

 

 

 



PHISHING 

- It is the fraudulent process of attempting to acquire sensitive 

information such as usernames, passwords, credit card information, 

account data etc. 

 

- In phishing, an imposter uses an authentic looking email or website to 

trick recipients into giving out sensitive personal information. 

 

 
 

 
 



 

 

COOKIES 

- Also known as web cookie or browser cookie. 

 

- It is a ǎƳŀƭƭ ǇƛŜŎŜ ƻŦ Řŀǘŀ ǎŜƴǘ ŦǊƻƳ ŀ ǿŜōǎƛǘŜ ŀƴŘ ǎǘƻǊŜŘ ƛƴ ŀ ǳǎŜǊΩǎ ǿŜō 

browser while a user is browsing a website. 

 

 

- Some cookies disappear after user closes his browser while others, 

known as tracking cookies, remain saved and load the next time user 

visits the same websites. 

SOLUTIONS TO COMUTER SECURITY THREATS 

Two solutions against threats are: 1. Active Protection     2.  Preventive 

Measures. 

ACTIVE PROTECTION 

  1. Use anti-virus and anti-spyware software, to detect and eliminate any 

threat that sneaks its way onto your PC. 

2. New viruses and malware emerge every day, and your security software 

must be updated in order to provide full protection. 

3. Run Frequent full system scans at least once in a month. 



PREVENTIVE MEASURES 

1. Only download files from reputable websites by looking full contact 

information and SSL encryption of sensitive information, typically 

indicated by a padlock in the lower right corner of your web browser. 

 

 

 

2. Be careful with email, ŘƻƴΩǘ ŘƻǿƴƭƻŀŘ ƻǊ open doubtful email 

attachmentsΦ !ƴŘ ŘƛǎŎƻƴƴŜŎǘ ŦǊƻƳ ǘƘŜ ƛƴǘŜǊƴŜǘ ǿƘŜƴ ȅƻǳΩǊŜ ŀǿŀȅΦ 

 

3. Disable cookie ς If you are particular about the safety of your personal 

information, then you may disable cookies on your browser.  

 

 

 

 

 

 



PREVENTION AGAINST SPAM 

1. Sender Filtering ς This method allows only messages from your approved 

sender list to reach your inbox. This is done on basis of digital certificates and 

digital signatures. 

   Digital certificates are specially formatted digital information issued to 

websites, are used to verify the identity of the message from sender to 

recipient by generating a digital signature that can be used to sign the 

message. 

2. Keep email address private. 

 

PREVENTION AGAINST PC INTRUSION 

1. Authorization ς Asking the user a legal login ςid performs authorization. 

2. Authentication ς It is also termed as password protection as the authorized 

user is asked to provide a valid password, and if/she is able to do this, he/she is 

considered to be an authentic user. 

 

 

3. Firewall ς A system designed to prevent unauthorized access to or from a 

private network is called Firewall.  

    


